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What Bitcoin Is Not

A bitcoin - despite the misnomer classification as the oldest and best known “cryptocurrency” - is neither a
coin nor a currency. Bitcoin is not tangible and has no inherent value. By definition, Bitcoin is not a currency
because it is not a generally accepted means of payment. It is certainly not US “legal tender,” because the US
does not legally require bitcoins to be accepted as payment for a debt. In fact, the Bitcoin system was built so
that it would not be backed by any government or other institution.*

There is currently much debate over whether bitcoins - and some other similar cryptocurrencies - should be
classified as securities and thus subject to securities regulations. Bitcoins have not been deemed securities by
the SEC, because the decentralized nature of the Bitcoin universe causes bitcoins to fail the US Supreme
Court’s “Howey test,” which is used to determine what constitutes an investment contract (i.e., security)
under federal securities law.? However, in what some consider a regulatory power-grab, the CFTC, a relatively
small financial regulatory agency overseen by the Senate Agriculture Committee, has classified bitcoins as
commodities under the Commodities Exchange Act, and thus asserts regulatory authority over bitcoin
derivatives.® Neither the SEC nor the CFTC has become a recognized regulator of bitcoin spot transactions. An
odd result of this disparate treatment is that bitcoin futures contracts and SEC registered exchange traded
funds (“ETFs”) comprised of bitcoin futures are available in the US,* while ETFs “owning” bitcoins directly
have not been approved. To further confuse matters, because bitcoins can be converted into US dollars, the
IRS considers them “property” and taxes them commensurately, requiring realized gains on bitcoin
transactions to be reported as capital gains.®

Other countries’ treatment of bitcoins varies widely, from acceptance as legal tender in El Salvador (which
does not have its own currency) in 2021,° to a complete ban in China.’

What Bitcoin Actually Is

A bitcoin, at its very core, is simply a construct of a computer program, described in the famous 2008 white
paper by Bitcoin creator Satoshi Nakamoto as a “chain of digital signatures.”® The Bitcoin community uses a
lot of esoteric terms, but it is useful to think of the entirety of the Bitcoin universe as a computer protocol or
application (we’ll call it the “Bitcoin App”). The Bitcoin App is made up of a network of computers, or “nodes,”
which can be run by anyone with the hardware and know-how to set one up. Nodes work together to facilitate
and validate Bitcoin transactions. Bitcoins only come to exist on the Bitcoin App when a suitable 64-digit
hexadecimal® series of numbers, called a “hash,” is guessed by a “miner.” Miners are specialized nodes (or,
frequently, groups called “mining pools”) that compete to guess the next hash first. When a miner correctly
guesses an appropriate hash at the requisite time, a new block is created, which is confirmed by other nodes.
New bitcoins are released with each new block and awarded to the winning miner. The miners’ guessing game
is the backbone of the Bitcoin App’s confirmation and recording process, called the Bitcoin Blockchain.
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The number of bitcoins in circulation within the App is strictly controlled by the Bitcoin protocol. The number
of bitcoins released for each successful mining operation began at 50 bitcoins per new block in 2009, and is
currently 6.25; as the number of What Bitcoin
outstanding bitcoins grows, the App ISand IS NOT
reduces the number of new bitcoins
released with each new block, through what ~ An electronic construct of
. . anetwork computer @
is known as a “halving schedule.”*® The App protocol
also effectively limits the frequency at which o
. A chain of digital g
anew block can be created (approximately Sigatures
every 10 minutes) by adjusting the difficulty
in guessing a hash associated with each new .
block. The total number of bitcoins thatcan  computer guessesa g
ever exist was capped at 21 million when large "e“:f:::::
the Bitcoin App was created.™

in or a currency

Supply limited to
In many respects, Bitcoin is like the pretend 2! ™ilion electronictokens
currency used in a game of Monopoly.
However, instead of a human “banker” and
individual players making sure that a certain amount of Monopoly money is transferred from the “Top Hat”
player to the “Dog” player, computers verify and record the faux currency transfer in a permanent immutable

electronic ledger that is publicly accessible, which makes up the Bitcoin App Blockchain.

Each bitcoin, of course, is not tangible, and has no unique electronic serial number. The Bitcoin App simply
records the increase in total outstanding bitcoins that results from successful mining, and then records the
chronological chain of bitcoin transfers thereafter.

How is Bitcoin “Owned”

The “ownership” of bitcoins ultimately begins with miners, when they are rewarded with new bitcoins for
guessing a hash. The Bitcoin App recognizes who the owner is by that user’s “address.” Once bitcoins are
awarded to a miner’s address, they can be transferred to other users’ addresses within the Bitcoin App.

What is a Bitcoin address? There are actually two addresses associated with every bitcoin transaction - a
public one and a private one. Let’s discuss the public address*? first: It is a long unique string of alphanumeric
characters within the Bitcoin App that can “own” bitcoin. Everyone with internet access can see each bitcoin
transfer from one address to another, and how many bitcoins are owned by each address at any given time.
These addresses are known as “public addresses” because they are literally viewable by the public; however,
the person or entity that has control of the address is not public. It is in this respect that bitcoin transactions
are anonymous, or more accurately, pseudonymous. Privacy advocates recommend that a Bitcoin public
address never be used more than once, so that others can’t follow or group multiple transactions associated
with one public address. This is not difficult, as a new Bitcoin address can be created any time a user wants to
make a transfer.

So what about the private address, or “private key”? Not surprisingly, it is another long series of alphanumeric
characters which is uniquely associated with a specific Bitcoin public address. It can be hundreds of



CSL Consulting, LL.C Cut to the Chase Finance: The Illusion of Bitcoin
www.cslconsult.com May 2023
info@cslconsult.com

305-306-6405

characters long, so a private key is generally too long to memorize. In order for the current “owner” of an
address to transfer bitcoins to another Bitcoin App address, the owner must essentially prove that they know
the private key, along with the public address. Address owners must keep their private keys secret and
secured if they want to retain ownership/control of their bitcoins, which they can do with a digital signature,
as shown in Figure 1.2

Figure 1: Hypothetical Bitcoin Addresses

8

Public Address: uAEus9q4XMgbU5JvUSdLbrZvgVRoHg8Knx
Shows location of bitcoins; anyone can see

Q Provide Private-Public Key Pair R
L. . Transfer bitcoins
g ! B (or Digital Signature)

Private Key: YyMjuB6vuw9DbaenDn8bkH3N6mPPLg4dbuxZPDmEVo4TMy23b4s
Proves ownership and ability to transfer bitcoins; keep secret

“Storage” and Transfer of Bitcoin

Users store their Bitcoin App private-public keys in what is colloquially known as a “wallet.” A “cold” wallet is
offline key storage, such as a thumb drive, or even a piece of paper. A “hot” wallet is an online key storage
application. A wallet can store many associated addresses. In fact, there are crypto exchanges™ that offer
bitcoin custodial services to customers, using the exchange's wallet, which houses thousands of private-
public keys: when a customer “deposits” a bitcoin at one of these exchanges, they are assigned a key. Of
course, when an exchange retains a customer’s public and private keys, the customer must trust that the
exchange will not treat the bitcoin as its own.

If someone wants to transfer, or sell, their bitcoin to another user (e.g., the Top Hat wants to sell bitcoins to
the Dog), there are several steps that need to occur before the transfer is completed. The Top Hat must first
prove that it owns the bitcoin with its private-public key pair (or digital signature). The transaction is
broadcast to the entire Bitcoin App network, where it is validated by the nodes (i.e., the nodes confirm that
the Top Hat does own the bitcoins, and that they have not already been sent to another address, termed
“double-spending” in Bitcoin nomenclature); the validated transaction is then picked up by miners to include
in a new block. The new block will be created when one of the competing miners guesses the hash. Once the
new block is created and added to the Blockchain, the transaction is confirmed, and the bitcoin transfer is
complete and irreversible.” See Figure 2 below, for a simplified flow of a bitcoin transaction.
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Figure 2: Bitcoin Transaction
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The length of the transaction confirmation process can vary markedly. The daily median confirmation time
ranged from 3.6 to 26 minutes during the three years from April 2020 to April 2023, while the daily average
confirmation time during that period ranged from 5.7 minutes to a staggering 56 hours.*® Each bitcoin
transaction also includes a transaction fee, which is paid to miners for their service of validation and
confirmation, and has ranged from an average of $.50 to $62 over the same 3-year period.'” Those seeking to
transfer bitcoin can increase the transaction fee offered to miners in an effort to speed up their confirmation
time. Figure 3 below illustrates how different factors may affect the speed of a transaction’s confirmation
time.

Figure 3: Transaction Confirmation Time Factors
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Interestingly, after a period of relatively low and consistent confirmation times and transaction fees since
mid-2021, both have seen spikes recently. Some have attributed this to a new Bitcoin trend. In early 2023,
developers launched “Ordinals,” touted as an “enhancement” that allows content to be inscribed onto a
bitcoin (or its smallest denomination, a satoshi). However, this enhancement, by design, makes a bitcoin less
fungible - that is, one bitcoin may not be interchangeable with another, because of the enhanced or
decreased value that one might ascribe to the Ordinal. The divergence in market value across particular
bitcoins has Bitcoin users at odds on their views about Ordinals, and in fact, seems to be wreaking havoc on
the Blockchain of late.'® Average transaction fees and average confirmation times have both seen increases
since Ordinals were launched, as shown in Figure 4 below.

Figure 4: Bitcoin Average Confirmation Times and Average Transaction Fees
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Notes and Sources: Data from Blockchain.com. Bitcoin price displayed without axis, to show relative price levels.

Bitcoin Pseudonymity and Secrecy

Notably, the Bitcoin Blockchain does not include “beneficial ownership” information about who the players
involved in a transfer actually are. It simply shows that the Top Hat Bitcoin address sent the Dog Bitcoin
address a certain amount of bitcoins. At any given moment, whoever holds the private-public key pair
effectively “owns” the associated bitcoin; in that sense, a Bitcoin private-public key pair is like an electronic
“bearer certificate.”” If the key pair is given to or stolen by another individual, the new individual controls the
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bitcoin. If the private key is lost, there is no way to transfer the bitcoins, so the bitcoins effectively become
inaccessible forever.?

Bitcoin users who want an additional layer of anonymity can pool their transactions with others by using
"mixer" firms. These services take bitcoin transactions from multiple users, mix them up, and then send them
on to their intended recipients. By pooling multiple transactions into one recorded Blockchain transaction, it
becomes more difficult to connect a single sale with a purchase. There has been much debate as to whether
mixers should be legal, given obvious concerns related to money laundering. Some exchanges do not officially
allow “mixed bitcoins” to be traded. In 2021, the US Deputy Assistant Attorney General Brian

Benczkowski said that using mixers to hide crypto transactions “is a crime.”*

Does a Bitcoin Have Inherent Value?

The word “inherent” comes from a Latin verb that means “adhere to,” so an inherent value is one that is
imbedded in the thing that possesses it. As discussed, Bitcoin is an electronic construct, that exists within a
network computer program and has no US government or institutional backing. Because a bitcoin is a specific
piece of “nothing” within an App, even though its bookkeeping system may be strong with respect to
transfers, it has no inherent value. A question to consider: If a new electronic Monopoly App kept track of faux
currency transactions on a Blockchain with an immutable permanent public ledger, would you be willing to
give someone a real Maserati if they
transferred 100,000 Monopoly
dollars to your electronic Monopoly
App account?

A point on Blockchain technology genevally: some confuse ov
purposely conflate its potential usefulness with the value of
crypto-tokens like Bitcoin. Electronic distributed ledger
technology, including blockchain, has a number of potential
applications that can be useful in increasing the efficiency,

Some assert that a bitcoin has

value because of the limited
transpavency, and accuracy of a variety of transactions. number of unique bitcoins (21

However, the fact that Bitcoin and other so-called | million)that can ever exist within
cryptocurrencies use blockchain technology does not dictate | the App. Thou gh bitcoins can

that they should have any inhevent or market value. legitimately be said to be scarce
because of the program limit, there
are an infinite number of other potential crypto Apps that can be created with the same rules, or very close to
the same rules, as Bitcoin. As such, when considering a bitcoin’s relative value versus other cryptocurrencies,
it is worth pondering: Does a pretend dollar from the original version of Monopoly have more value than a
pretend dollar from Star Wars Monopoly or Game of Thrones Monopoly? The answer probably depends on
your personal preference, including your interest in pop-culture collectables. For most of us, the US dollar
value of any version of Monopoly’s pretend currency probably ranges between zero and very close to zero.
Notably, there are over 300 versions of Monopoly, and many more versions of Bitcoin-like cryptocurrencies.

Reports on the number of different cryptocurrencies in existence range considerably. The largest accounting
states there were over 20,000 cryptocurrencies at the start of 2023. Several sources report that the number
doubled from 2021 to 2022, and at the end of 2021, the market was adding about 1,000 new cryptocurrencies
every month. As you might guess, a significant number of so-called cryptocurrencies have zero market value
and are considered “dead,” primarily due to lack of use or hacks. Ignoring these brings the population down
to an estimated 8,000 to 12,000 over the last year.” Given the 1000’s of cryptocurrencies that exist, clearly the
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barriers to entry with respect to starting a new cryptocurrency are not very high. Conversely, the likelihood
that a new Bitcoin-like cryptocurrency will retain any significant value over the long-term seems low.

Market Value and the Greater Fool Theory

At the most fundamental level, the current market value of any tangible or intangible item is a function of how
much someone else is willing to pay for it at the present time. Since it lacks inherent value, the market value
of bitcoin is fully reliant on the “Greater-Fool Theory.”* So long as a bitcoin holder can find someone who will
exchange real currency or other valuable assets or services for that holder’s bitcoin, it has a non-zero positive
market value at that time. If a holder is able to transfer a bitcoin to someone in exchange for more real value
than they paid for it, then the original holder has found a greater fool. Of course, that buyer hopes that
subsequently an even greater fool will pay even greater real value for the bitcoin sometime in the future. If
that occurs, the market price of bitcoin or any other inherently worthless crypto-token can rise.

One way to consider the potential future market value of a bitcoin is to understand how many fools there are
today, how many new fools can be created, and how foolish the fools will become in the future. Analysts who
try to predict future Bitcoin market value in real currency terms typically try to estimate these aspects of
foolishness. To sound astute, the prognosticating analysts call these “technical factors.” As an example, an
analyst may predict that 50% of the US public will convert 1% of their real net worth into bitcoins. The analyst
may then estimate a hypothetical market price of a bitcoin based on the demand that such a conversion
would create considering the total number of bitcoins existent within the App. Of course, the same
hypothetical analyses could be applied to any other Bitcoin-like crypto-token that has a finite number of
tokens.

How Did Bitcoin Acquire Market Value?

When the first bitcoin was created in 2009, it had no dollar value. Its recorded value remained less than 1 cent
until July 2010, when it reportedly rose from $0.0008 to $0.08 during the month.* The first known commercial
transaction using bitcoin as payment was in 2010, when a Bitcoin programmer in Florida offered 10,000
bitcoins to anyone who would order him pizza - a London programmer took him up on his offer, and shortly
thereafter two Papa John’s pizzas were delivered (though the pizza delivery has not been verified).

As time went on, many so-called early adopters purchased Bitcoin and advocated for others to purchase.
Some did so in an effort to pump-up demand and market price so they could profit. When sports betting came
to avirtual halt during the COVID pandemic, many bored enthusiasts began trading bitcoin and other crypto-
tokens in hopes of getting rich quickly. Certainly, some did as publicity led increases in demand that fueled
market price increases. Notably, there is no central source for the market value of Bitcoin. As such, the US
dollar market value of bitcoin at any particular time varies by the publishing exchange. See Figure 5 below for
a snapshot of Bitcoin prices worldwide.
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Figure 5: Bitcoin Prices at Exchanges Worldwide

Bitcoin 1 Bitcoin 1

Exchange Origin Price Exchange Origin Price
Coinmetro Estonia $ 27,548.23 Coinbase USA $ 28,125.89
Bitso Mexico $ 27,584.02 bitFlyer Luxembourg $ 28,185.47
OKX Seychelles $ 27,610.75 Exmo.com UK S 28,286.27
Kraken USA $ 27,639.18 BC Bitcoin Lithuania $ 28,660.15
Bitfinex Hong Kong $ 27,669.82 Xcoins.com Malta $ 29,210.52
Gemini USA $ 27,674.36 Guardarian Estonia $ 30,268.56
Blockchain.com Caymanislands $§ 27,686.03 Switchere Estonia $ 30,331.39
Coinbase Pro USA $ 27,705.24 BTCBit.net Poland $ 30,474.23
Bitstamp Luxembourg $ 27,720.70 Cex.io UK S 30,961.36
Etoro Gibraltar $ 27,858.38 PrimeXBT Seychelles $ 30,976.84
Paybis UK § 27,977.26 Mercuryo Estonia $ 31,237.45
Bitpanda Austria $ 28,074.89

Notes and Sources: Price data from cryptoradar.com. (1) Price quoted is the “best buy price (realtime)” available at each exchange as
of midday on May 9, 2023. Some prices include transaction fees and/or bank transfer fees.

Other early and significant users of Bitcoin were those who wanted to transfer funds anonymously in
furtherance of various financial crimes.?® Given the anonymity behind Bitcoin addresses, it can be difficult for

law enforcement to know that anillegal
Notably, the Bitcoin Blockchain does not include “beneficial drug shipment was paid for when the

ownership” information about who the players involved in a Top Hat transferred some bitcoins to the

transfer actually ave. Dog. Using multiple anonymous
transfers across multiple addresses and
ultimately converting the bitcoins into a real currency through a lightly regulated or unregulated institution
has proven a fruitful mechanism for criminal enterprises. Bitcoin is widely recognized for being used by
human traffickers, ransomware attackers, tax evaders, and other criminals. However, in recent years, with the
help of private firms that track Blockchain transactions, law enforcement has made inroads into arresting
some illicit activity funded with bitcoin.

Bitcoin Market Value Manipulation

Though the Bitcoin Blockchain can record a purported sale/purchase of bitcoin and the associated bitcoin
transaction fee, the Bitcoin App does not handle or confirm the leg of the transaction related to a transfer of
actual currency or other value; this is depicted in Figure 6 below. In the Monopoly game analogue, the banker
and other players verify that both the fake property deed and the pretend money are transferred; with Bitcoin,
it is only the faux currency leg of the transfer (bitcoin) for which there is Blockchain confirmation. As a result,
the apparent trading volume, liquidity,

and market value of bitcoin or similar Wash Trade: Entering into, or purporting to enter into,
cryptocurrencies can be polluted by transactions to give the appearance that puvchases and
transactions that never actually take sales have been made, without incurring market risk or

place or that are simply “wash trades” changing the trader’s market position.
undertaken between addresses
controlled by acommon owner.

US Commodity Exchange Act
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Any Bitcoin App user willing to pay a miner’s transaction fee can engage in a wash trade by transferring
bitcoin from one of their own addresses to another. Though the transaction will be recorded in the Blockchain
forever and can appear as an arms-length sale at a certain US dollar value, in reality, the transaction is like
moving a coin from one pocket to the other (if bitcoins were tangible). Wash trading is a form of market
manipulation and is illegal in most jurisdictions.?” In the Monopoly comparison, a wash trade would be if the
Top Hat player and the Dog player were actually the same person, and at every turn they bought and sold the
fake properties back and forth.

Figure 6: Bitcoin Transaction
Questionable Exchange of Value/Possible Wash Trade
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According to recent research, wash trading is highly prevalent among unregulated crypto-exchanges
themselves, with an estimated 70 percent of total trading volume representing wash trades.? Exchanges have
incentives to inflate the reported volumes of trades they handle, including to appear more important and
legitimate to potential clients. Inflating volumes of trades also can impact purported bitcoin value, as quoted
market prices for bitcoin come from exchange records, not from the Bitcoin Blockchain.

Other research among academics and industry leaders indicates that wash trading and other non-economic
manipulative activities may be one important reason why the price of bitcoin has risen so dramatically over
the last several years. In 2017, research indicated that the price of bitcoin was manipulated in this fashion,
leading to much higher prices - and indeed, an all-time high for that period - than could have been achieved
under natural market forces.?® In 2018, the Wall Street Journal reported on abusive behavior in Bitcoin and
other crypto exchanges; the report states that automated trading programs were being built to manipulate
the market, similar to the illegal practice of “spoofing,” and some Bitcoin proponents have actually promoted
it.® In early 2019, a study found that 95% of bitcoin trading reported across 81 unregulated exchanges was
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faked.*! In August
2022, Forbes
released a study
claiming that over
half of bitcoin
trading volume was
“bogus,”? and
earlier this year,
several news outlets
reported that the
author of the 2017-
based research
paper was seeing
signs of further
manipulation in
bitcoin prices in
2022-2023. He
stated, “You should
not look at the price

“There were obviously tremendous price increases [in 2017], and this paper
indicates that manipulation played a large part in those price increases.”
-John Griffin, author of “Is Bitcoin Really Un-Tethered?”

"Bitcoin’s Price Was Artificially Inflated, Fueling Skyrocketing Value, Researchers Say,”
New York Times, June 13, 2018

“A new Forbes analysis of 157 crypto exchanges finds that 51% of
the daily bitcoin trading volume being reported is likely bogus.”

Forbes

"More Than Half Of All Bitcoin Trades Are Fake,”
Forbes Digital Assets, August 26, 2022

“[IIn March 2019, Bitwise Asset Management told the

U.S. Securities and Exchange Commission it had found evidence of
wash trading at several cryptocurrency exchanges, concluding that
95 percent of the reported Bitcoin trading volume was fake.”

lmtituﬁonal “Is the Bitcoin Comeback for Real?”
nves

or Institutional Investor, April 24, 2023

of Bitcoin as a real market-based price that means much.”* See Figure 7 below for historical bitcoin prices
and significant events of alleged manipulation.

Figure 7: Bitcoin Daily Price (USD) and Events
(January 2016-April 2023)
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Notes and Sources: Bitcoin price data from Yahoo Finance. The red diamonds indicate the date of published reports of manipulation,
which are backward-looking, as discussed in the paper above.**
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Current State of Regulation

Itis ironic that some crypto proponents have recently criticized lawmakers for not passing and implementing
more specific regulations for Bitcoin (and other crypto-tokens), a speculative, manipulated faux-currency that
was designed and branded to be decentralized and outside the control of any government. The truth is that
the US already has well-established contract law and regulations against unfair and deceptive practices that
are enforced by the CFPB and the FTC.* Additionally, the DOJ has a crypto task force* and the SEC has crypto
assets enforcement team® which seek to uncover and prosecute illegal behaviors. Further, cryptocurrencies
that are deemed investment contracts are already subject to securities laws.*® In short, a significant amount of
existing US laws and regulations apply to Bitcoin and other crypto-tokens; the players in the crypto ecosystem
are “simply new (and often unregulated) equivalents of what already exists in traditional finance.”*® Those
who convert real currencies into and out of bitcoin can choose to use US regulated onshore exchanges or
other intermediaries for transactions, or to use unregulated offshore entities.

Itis not surprising that some players in the Bitcoin ecosystem that seek to profit from growing the base of
“fools” would want the imprimatur of specific US government regulation to make Bitcoin appear as a
legitimate investment. However, it is unlikely most proponents of more regulation actually want a strict set of
constraints and consumer protections with respect to bitcoin transactions. Crafting new specific federal laws
and regulations that apply to crypto-tokens is a slippery slope which raises a number of questions:

e Isthe best use of US taxpayer-funded government resources to determine and implement specific
regulations for Bitcoin and 1000’s of other forms of what is akin to electronic Monopoly money?

e Should there be a new regulatory agency with examiners created to ensure crypto-token regulations
are followed by unregulated crypto intermediaries?

o |If specific rules-based laws and regulations are put into place, what will prevent someone from
immediately creating new crypto code and contracts to circumvent the rules they don’t like? The code
and contracts can always evolve faster than the laws and regulations.

e |f Bitcoin or crypto has its own regulations, should there also be specific financial regulations for the
trading of sports memorabilia, modern art, Pokémon cards, and other collectibles?

e Given that the value of bitcoin is purely speculative, wouldn’t enactment of specific federal
regulations effectively legalize gambling at the national level?

e Should bitcoin transactions be taxed by the US Federal government to pay for its regulation?

Perhaps more effective than specific regulations would be strict enforcement of existing rules, and disclosure
requirements that detail the speculative and manipulated nature of Bitcoin and other similar crypto-tokens.

Bitcoin Is Not as Decentralized As It Appears

As noted above, the Bitcoin App only verifies the bitcoin side of purported transactions - not the exchange of
real money or value. Typically, third-party intermediaries, such as exchanges, are used for the leg of a
purchase/sale transaction that deals with the transfer of real currency or value for bitcoins. So, despite the
fact that the initial Bitcoin white paper touted a cryptographic solution where there is theoretically no need
for financial intermediaries, owners that want to convert bitcoins into a real currency are likely to use an
intermediary, unless they have a buyer who is willing to physically deliver real currency. In addition, the
perpetually increasing difficulty of mining new bitcoins (a feature built in as part of the original protocol of the
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Bitcoin App), has caused successful mining operations to be concentrated among a shrinking number of
Bitcoin miners. All this has led some to characterize Bitcoin and other crypto-token transactions as “DINO”:
Decentralized In Name Only. The Bank of International Settlements called this a “decentralization illusion,”*
and Tim O’Reilly, an internet and open-source software pioneer and publisher observed, “Blockchain turned
out to be the most rapid recentralization of a decentralized technology that I've seen in my lifetime.”*

Figure 8 depicts the number of blocks mined by each miner (or mining pool), and the cumulative percentage
of all mined blocks during the last 6 months. This shows just how concentrated mining is within the Bitcoin
App: 94% of all blocks have been mined by just 10 miners.

Figure 8: Blocks Mined
(November 2022 - May 2023)
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. Foundry USA 8,035 30.33% Ultimus 203 0.77%
AntPool 5,399 20.38% BTC M4 116 0.44%
F2Pool 3,806 14.37% Kucoin 47 0.18%
Binance Pool 2,903 10.96% Pega Pool 26 0.10%
ViaBTC 2,314 8.73% Titan 19 0.07%
Braiins Pool 739 2.79% BTC M19 13 0.05%
BTC.com 586 2.21% 1THash 8 0.03%
Mara Pool 502 1.89% Solo CKPool 6 0.02%
Poolin 441 1.66% mmpool 1 0.00%
Luxor 272 1.03% Zulu Pool 1 0.00%
SBI Crypto 238 0.90% Unknown 817 3.08%
TOTAL 26,492 100%

Notes and Sources: Hashrate Distribution Over Time data from Blockchain.com.
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This also leads to the questionable future of Bitcoin: once all bitcoins have been released, or indeed, even
before that, when the next halving happens in 2024, will the Bitcoin App still function as designed? Satoshi
Nakamoto ensured the security of the Bitcoin App “as long as honest nodes collectively control more CPU
power than any cooperating group of attacker nodes.”** But once the bitcoin reward for mining new blocks is
gone, transaction fees may need to increase significantly to incentivize “honest” nodes and miners to
continue operations. High fees could make transacting with or trading in bitcoin uneconomic for existing and
potential users: why use bitcoin if credit card or Apple Pay in US dollars have lower associated fees?

However, today, an entire ecosystem that profits from bitcoin transactions and mining has developed: the
Bitcoin-industrial complex. Though these ecosystem participants may not hold significant amounts of bitcoin
themselves, they have profit motives to keep the game alive and increase the number of “fools” in the game.
The ecosystem includes not only miners, nodes and “owners,” but also ranges from crypto-exchanges and
mixers that profit from transactions and related services, to energy-brokers who find and sell cheap sources of
power, allowing miners to build massive mining farms near the cheap power. Bitcoin ecosystem members
each have a vested interest in keeping the published Bitcoin price from falling to its inherent value of zero. Will
the Bitcoin illusion persist?
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